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Abstract:

Introduction: This study investigates the practicality and efficiency of federated learning as a privacy-preserving threat detection approach in
distributed IT systems. The research is motivated by the limitations of centralized intrusion detection systems and increasing regulatory
constraints on data sharing. The primary aim is to evaluate whether federated learning can achieve competitive detection performance while
maintaining strict data privacy.

Methods: An end-to-end federated learning framework was implemented and evaluated using the UNSW-NB15 dataset, consisting of 257,673
network flow records with 36 traffic-related features. A deep neural network model was collaboratively trained across multiple non-IID clients
using the Federated Averaging algorithm, ensuring that raw network traffic data remained local to each client. The federated model was compared
with centralized deep learning, local-only training, and a centralized Random Forest classifier. In addition to predictive performance, system-
level metrics such as communication efficiency, convergence behaviour, and deployment feasibility were analysed.

Results: Experimental results show that the federated model achieved competitive detection performance, closely approaching centralized deep
learning while outperforming local-only training. The centralized Random Forest classifier achieved the highest predictive accuracy but required
full data aggregation and therefore lacked privacy guarantees. The federated model demonstrated stable convergence within 20 communication
rounds, with most performance gains achieved by round 15. Communication overhead remained modest at approximately 10.85 MB, and
computational costs were manageable. Although federated training required more time than centralized deep learning, it preserved privacy by
ensuring that raw network traffic remained within client environments.

Conclusion: The findings demonstrate that federated learning provides a practical and privacy-aware alternative to centralized intrusion detection
systems. It effectively balances detection performance, communication efficiency, and reduced data exposure, making it suitable for deployment
in distributed environments with realistic non-1ID data conditions.

Keywords: Federated learning, intrusion detection, privacy-preserving machine learning, distributed IT systems, deep neural
networks, UNSW-NB15, non-IID data, cybersecurity.

operational effectiveness [3, 4]. Although this architectural
redesign allows flexibility and performance, it also increases the
area of the cyber-attack, and distributed IT systems become one
of the main targets of more advanced threats.

1. INTRODUCTION

Cloud The IT infrastructure has experienced a radical shift,
which has become highly distributed due to cloud platforms,
edge devices, and geographically distributed enterprise

networks [1, 2]. Organizations are progressively using hybrid
and multi-cloud systems, remote access, and interconnected
digital ecosystems to facilitate scalability, stability, and

In order to address these threats, intrusion detection and
threat forecasting systems based on machine learning (ML)
have become a key element of modern cybersecurity policies.
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By learning patterns from historical network traffic and system
logs, ML models detect abnormal and malicious behaviour
more accurately than rule-based systems [5, 6]. Most of the
current ML-based systems of intrusion detection (IDS) are,
however, based on centralized learning models whereby raw
security data is gathered into one repository.

The centralized collection of data is now being limited more
by privacy laws, corporate policies, and trust limits [7]. There
are also laws like the General Data Protection Regulation
(GDPR) and industry-related compliance laws that limit the
distribution of sensitive network logs, user behavioural traces,
and operational metadata [8]. Even in the absence of regulatory
barriers, organizations are often reluctant to disclose raw
security data due to intellectual property concerns, reputational
risk, and potential misuse. Because of this, security data is often
isolated by departments, subsidiaries, or partner organizations,
which reduces the usefulness of centralized analytics.

These limitations have inspired an increasing amount of
interest in privacy-preserving learning paradigms, especially
federated learning (FL). In federated learning, several parties
jointly train a global model, but retain raw data on a local scale
at each location. Participants, instead of sharing data, share
model parameters or updates, which diminishes the chances of
directly exposing data. This paradigm is particularly attractive
to distributed IT systems, where the cooperation across the
boundaries between organizations can enhance threat awareness
without breaking privacy or governance restrictions. However,
the federated learning implementation for real-world and
practical threat detection in distributed settings is still a
challenge that is open and poorly investigated.

According to [9], machine learning has proved to be
effective in cybersecurity, the existing intrusion detection
systems have inherent challenges when used in distributed IT
systems. The centralized IDS designs implicitly presuppose the
possibility of collecting, storing, and processing security data
from all sources in one location. This is becoming an unrealistic
assumption in the context of regulatory constraints,
decentralized ownership and heterogeneous infrastructure.

Some serious threats are posed by centralized learning
strategies. To start with, raw traffic information and logs can be
directly aggregated, which can breach the privacy rules or the
internal security policies [10]. Second, repositories that are
centralized are valuable assets, and the damage of data breaches
becomes even greater [11]. Third, centralized systems demand
high-bandwidth data transfer and continuous synchronisation,
which can be impractical or expensive in large-scale distributed
deployment [12].

In the other extreme, local-only learning, in which each
organization or site trains its own isolated model, also has its
fair share of downsides. The local models have the disadvantage
of low visibility, since they are trained on small and possibly
biased data sets [13]. Consequently, they tend to miss new or
unusual attack patterns, which can only be discovered when the
information is consolidated across a number of sites. Such
fragmentation results in inconsistency in the performance of
threat detection and compromises the system-wide security
position.

To add to these issues, security data in organizations is non-
independent and identically distributed (non-IID). Various
locations have dissimilar traffic patterns, workloads, and attack
profiles, as determined by their roles, configurations and
exposure to threats. This heterogeneity makes collaborative
learning difficult, and model convergence and performance are,
in most cases, poor when not specifically taken care of. This
creates a need for learning frameworks that operate effectively
under non-IID conditions while respecting privacy and trust
constraints in distributed IT systems.

There is a lot of literature on machine learning-based
intrusion detection, but to a large extent, it is accuracy-focused
and presupposes centralized data access. Most of the suggested
IDS models are only tested using predictive performance
measures without much thought of implementation, privacy or
cost of the system. Moreover, much of the previous literature is
based on excessively simplistic data that is not representative of
modern network traffic.

More current research has investigated federated learning
for use in cybersecurity, such as intrusion detection. Although
these attempts prove the theoretical viability of FL-based IDS,
there are still a number of limitations. A lot of FL-IDS research
is theoretical or based on experimental systems on a small scale.
Assessments do not take into account realistic non-IID data
distributions, communication overhead, and convergence
behaviour, which are factors that strongly affect practical
implementation. Moreover, few studies have proven federated
IDS solutions on recent and extensive data like UNSW-NBI15,
which reveals various types of attacks and the actual traffic
features. Consequently, no end-to-end empirically validated
federated learning architectures that collectively consider the
accuracy of threat detection, privacy protection, system-level
effectiveness, and data heterogeneity on distributed IT settings
have been proposed. Such a gap spurs the current research.

To fill the given gaps, the following key contributions were
made in this paper:

1. System-level federated IDS evaluation, analysing
convergence, communication overhead, and round
efficiency.

2. Empirical analysis of non-IID impact, demonstrating stable
convergence under heterogeneous client distributions.

3. Communication-efficient federated IDS evaluation,
explicitly quantifying communication overhead and
convergence rounds under realistic non-IID client
distributions.

4. Reproducible federated intrusion detection pipeline using
UNSW-NBI15 under realistic deployment constraints.

These contributions collectively distinguish this work from
prior FL-IDS studies, which typically focus on detection
accuracy alone without jointly addressing system-level
efficiency, non-IID convergence behaviour, communication
overhead, and deployment feasibility within a single
reproducible evaluation. While FedAvg and DNN architectures
are individually well-established, their integration within an
end-to-end empirically validated federated pipeline under
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realistic heterogeneous conditions with explicit quantification
of communication and computation cost represents the primary
novelty of this study.

The paper mainly explores the possibility of using federated
learning to facilitate an effective and privacy-conscious threat
detection in distributed IT systems. In particular, the research
questions that the study attempted to answer included:

RQ1: Can federated deep neural networks achieve
competitive threat detection performance compared to
centralized learning approaches?

RQ2: How does non-IID data distribution across distributed
clients affect federated learning convergence and accuracy?

RQ3: What is the system-level costs, in terms of
communication and computation, associated with federated
intrusion detection?

RQ4: What privacy—utility trade-offs arise when applying
federated learning to threat detection tasks?

2. LITERATURE REVIEW

2.1. Machine Learning and Deep Learning for Intrusion
Detection

The IDS has largely developed out of signature-based and
rule-driven systems to data-driven systems that can recognize
sophisticated and hitherto unseen attack patterns [14].
Conventional IDS methods, although useful in the background
of known threats, are incapable of adapting to the dynamic
threat environment and the growing size of contemporary
network traffic [15, 16]. This shortcoming has induced the use
of machine learning (ML) methods, which acquire
discriminative patterns directly from data and have the ability
to extrapolate beyond prescribed rules.

The initial ML-based IDS solutions were based on classical
algorithms, including decision trees, support vector machines,
and ensembles [15]. The techniques proved to be more accurate
in detection than rule-based systems, especially in the detection
of anomalies. Nevertheless, they are typically limited in their
ability to represent complex and high-dimensional relationships
in network traffic data due to the need to feature engineer and
capacity limitations. These constraints were emphasized as the
network environments became more heterogeneous and
dynamic in terms of traffic patterns.

The most recent developments in deep learning have also
changed the field of IDS research. Convolutional architectures,
deep neural networks (DNNs) and recurrent models have been
demonstrated to learn non-linear dependencies and time-
dependent correlations of network flows [17]. DNN-based IDS
models are especially suitable for tabular network traffic
datasets, where interactions between multiple features are the
drivers of attack behaviour, as opposed to individual indicators
[18, 19]. Empirical studies consistently show that deep learning
outperforms traditional machine learning methods.

Although these have been made, most deep learning-based
IDS studies have centralized assumptions regarding access to
training data. The models are usually trained on aggregated

traffic logs, which are obtained through several sources, and an
assumption that is becoming unrealistic in distributed IT
systems [19, 20]. As a result, deep learning helps to increase the
detection power, but it does not help to resolve the underlying
issues of privacy, trust, and data governance that occur in
practice.

2.2. Centralized Learning Limitations in Distributed IT
Environments

The centralized learning architectures are still prevalent in
the IDS literature because of their conceptual ease and excellent
empirical results. Centralized models have the advantage of
having an all-encompassing view of various attack patterns by
consolidating the data from a variety of sources [21].
Nonetheless, there are major practical and security-related
issues presented by this paradigm when it is used in relation to
a distributed IT system [22].

First, the principle of data aggregation in a centralized
manner is in direct contradiction with the privacy laws and the
internal governance policies [10]. Network traffic logs can
consist of sensitive user, application or organizational process
information. Moving such data to a central point enhances the
chances of data leakage and non-compliance with regulations.
Second, centralized repositories generate desirable targets to the
adversaries, increasing the magnitude of the consequences of a
successful intrusion [11]. Third, the ongoing exchange of high-
volume network traffic data is very expensive in terms of
bandwidth and infrastructure expenses [12].

Centralized approaches also conceal the heterogeneity of
distributed environments as seen in a modelling view. Non-1ID
characteristics in security data are frequently observed when
data is collected by different organizations or network segments
because of the difference in the workloads, configurations and
vulnerability to threats. Aggregation [23]. This can cause the
loss of local site-specific patterns, which would diminish the
applications of local threat detection. The limitations highlight
the necessity of alternative learning paradigms, which would be
effective to work without central data gathering.

2.3. Federated Learning: and

Applications

Principles Security

Federated learning has become a potential paradigm of
collaborative model training under privacy conditions. In FL,
several clients use local models to train local data and
periodically provide updates on those models to a central server,
which combines the updates to create a global model [24]. Raw
data never leave the client environment, and sensitive
information is not directly exposed.

Federated learning was initially suggested in mobile and
edge computing situations, but it has since been researched in
many other areas, such as healthcare, finance, and
cybersecurity. FL provides a promising mechanism for sharing
threat intelligence across organizational boundaries and
maintaining the locality of data in the context of security
analytics. FL allows collective learning without the need to
explicitly share data by aggregating learned representations
instead of raw logs.
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Nevertheless, federated learning comes with its own set of
issues. The non-IID data distributions among clients may slow
the convergence and deteriorate the performance of the model
[25]. Tt can add a lot of overhead to communication between
clients and the server, especially with deep learning models.
Also, FL decreases the direct exposure of the data; however, the
information leakage occurs when the model updates itself [26].
These issues require stringent empirical testing in the use of FL
to security sensitive applications like intrusion detection.

2.4. Federated Learning for Intrusion Detection Systems

An emerging body of work has investigated the application
of federated learning to IDS. The current literature on FL-IDS
typically shows that federated models can be superior to local-
only models and can achieve the performance of centralized
systems in some circumstances [27]. These results confirm the
effectiveness of FL as a privacy-saving substitute for
cooperative intrusion detection.

However, there are still a number of weaknesses in the
existing literature. Numerous studies test FL-IDS techniques in
simplified experimental conditions, e.g., balanced data
partitions or a few simulated clients [28, 29]. Practically,
security data in organizations is very heterogeneous and
realistic non-I1ID conditions are not often discussed in detail
[29]. Besides, performance appraisal commonly pays too much
attention to accuracy-based measures, but very little
consideration to convergence behaviour, communication cost,
or computational overhead.

A second significant limitation is the selection of the dataset.
Much of the FL-IDS literature is based on old standards that are
no longer relevant to modern attack vectors and network
actions. The applicability to real-world conditions is not as high,
since modern datasets, with different types of attack and
realistic traffic properties, are used rather sporadically [30].

2.5. UNSW-NB15 Dataset in IDS Research

The UNSW-NBI15 dataset is an important improvement of
the previous intrusion detection benchmarks. It captures
contemporary network traffic created under controlled
conditions, which are realistic, but it contains a wide range of
categories of attack, as well as normal behaviour [31]. The
dataset is rich in features (including flow-based, protocol-level,
and content-related) and is therefore appropriate to test the
performance of sophisticated ML and deep learning models.

Previous IDS research on UNSW-NB15 has shown that it is
viable in training and assessing the intrusion detection models
[32]. Nevertheless, the majority of the available literature uses
centralized learning paradigms and thus shares the privacy and
scalability drawbacks mentioned above. The existing body of
work that has covered federated learning with UNSW-NB15 is
very limited, with those studies that do not typically analyse the
system-level or assume realistic heterogeneous clients.

This is a major gap, especially considering that the dataset
is suitable for modelling the distributed environment where
various clients can be experiencing varying subsets of the traffic
and types of attacks. The application of UNSW-NBIS5 in a
federated environment offers a chance to test the performance

of IDS in an environment that is close to real-life distributed IT
systems.

2.6. Research Positioning

Although machine learning and deep learning have
significantly advanced the intrusion detection processes, the
current IDS research is full of centralized assumptions that
cannot be used in contemporary distributed IT settings.
Federated learning provides a more promising solution since it
allows model training together without the exchange of raw
data. Nevertheless, the existing FL-IDS literature is constrained
by simplified assumptions, old-fashioned datasets, and a small
number of evaluation criteria.

This paper addresses these weaknesses by introducing an
end-to-end federated learning system to detect malicious traffic
on the UNSW-NB15 dataset in realistic non-IID scenarios. With
the addition of system-level metrics, privacy considerations,
and predictive performance, the proposed solution advances the
state of the art in practical and privacy-aware intrusion detection
within distributed IT systems. Several important related
research threads have emerged in the recent literature that
contextualise and motivate the design choices made in this
work.

From a privacy-preservation perspective, several recent
studies have explored stronger formal mechanisms within FL-
IDS frameworks. Differential privacy (DP) has been integrated
into federated intrusion detection pipelines through calibrated
noise injection and privacy budget accounting, providing
measurable guarantees against gradient-based inference attacks
[27, 29]. Secure aggregation protocols have been applied to
prevent the central server from observing individual client
updates, offering an additional layer of confidentiality. In
contrast, the present study deliberately omits these mechanisms
to serve as a controlled baseline that isolates the effects of
federated averaging and non-IID data distribution on system
performance, without the confounding influence of privacy
noise on model convergence.

Regarding non-IID heterogeneity, recent work has proposed
alternative aggregation strategies that improve convergence
under heterogeneous client data. FedProx introduces a proximal
regularisation term that penalises local models for deviating too
far from the global model, improving stability under
heterogeneity. SCAFFOLD uses variance reduction through
control variates to correct for client drift caused by non-1ID
distributions. These methods demonstrate measurable
improvements over standard FedAvg in heterogeneous settings.
The present study adopts FedAvg as a deliberate baseline choice
to enable clean and interpretable system-level analysis; future
work should benchmark the proposed pipeline against FedProx
and SCAFFOLD to quantify any performance and convergence
gains under the non-IID conditions used here.

3. METHODOLOGY
3.1. Framework Overview

The proposed methodology takes the federated learning
paradigm to allow privacy-preserving threat detection over
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distributed IT systems. The objective is to jointly train a global
intrusion detection model without exchanging raw network
traffic among participants. Local model training by each
distributed client, which is a separate organizational node or
network segment, is done on its own data, and a central
coordinating server combines the learned parameters to update
a shared global model (Fig. 1).

Let K denote the total number of participating clients. Each
client k€ {1,2,..,K}possesses a local dataset D) =
{(xF, ! )}l 1> where x¥ € Rérepresents the feature vector of a

network flow and y¥ € {0,1}denotes the corresponding class
label indicating normal or malicious activity. The total dataset
size is given by N = YX_, n,.. Importantly, the local datasets are
assumed to be non-independent and non-identically distributed,
reflecting realistic heterogeneity across distributed IT
environments.

The iteration of the learning process is through a series of
federated communication rounds. The global model parameters
are sent to the clients in every round, and they are locally
updated with local data and aggregated at the server to create a
better global model. The process goes on until convergence or
any predetermined number of rounds is achieved.

Federated Learning Training (FedAvg)

Clients (k =1..K)
Local Traininn); " Broadcast Global Weights
~ Minimize L (6 ' = all clients
Binary Cross Entropy

l Optimizes: Adam

Send Model Update
6'to Server
(no raw data shared)

C\ient k Local Dataset
={(xe v

Server Aggre ation (FedAvg)
n/N) 6,

nextﬁﬂk

model{ipdates only (

Federated Rounds t = 1.T

Server Initialize Global Model b
DNN parameters 6°

Data & Preprocessing (UNBW-NBIS)

Non-IID Client Simulation
Partition into K clients
(heterogeneous distributions)

E Baselines (Non federat d,
Local-only DNN

Train per client
Report avg performance

(N

Random Forest (Centralized)
Tabular IDS baseline

Preprocessing
One-hot encode categorical
Normalize numeric features
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Data Quality Check
Missing Values = 0
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TRAIN_PATH/TEST _PATH
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Fig. (1). Proposed framework.
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3.2. Dataset Preparation and Feature Representation

This paper uses the UNSW-NBI15 dataset as the empirical
evidence. It includes network flow logs simulated in a
controlled but realistic environment, both benign traffic and a
variety of cyber-attacks. The flows are characterized by a set of
numerical and categorical characteristics that represent the
statistics of packets, numbers of bytes, timing characteristics,
and protocol-level characteristics.

One-hot encoding converts categorical features into
numerical values to ensure that they can be used in models
based on the neural network. Minimax scaling is used to
normalize numerical features so as to have stable gradient-based
optimization [33]. Let x;; denote the value of the feature j for
the sample i. Feature normalisation is defined as

- min(x]-)

max(x;) — min(x;)’

xl-j

€y

xi]- =

where min (x;)and max(xj) denote the minimum and
maximum values of the feature j across the training data. This
transformation reduces feature-scale disparities and improves
training convergence.
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The original multi-class attack labels are converted to a
binary classification problem, in which normal traffic is
assigned label 0 and malicious traffic is assigned label 1. This
expression is in line with the threat detection aim of separating
benign and malicious activity in distributed systems.

3.3. Non-IID Distributed Client Simulation

In order to achieve realistic distributed IT systems, the pre-
processed dataset is divided in Kclient-specific subsets that
have heterogeneous statistical properties. In contrast to random
or uniform splitting, the partitioning strategy is intended to
bring non-1ID distributions to clients. Every client had different
shares of attack and normal traffic, and different exposure to
particular traffic features.

Formally, the data distribution at the client k is denoted by

Py (x,y), which differs from the global distribution P(x,y).
That is,

Pe(x,y) # Pp (), Vk # I, @

This heterogeneity reflects real-world conditions in which

different organizations or network segments experience unique

workloads and threat profiles. This is essential to assess

federated learning in these conditions because non-1ID data is
known to adversely impact model convergence and stability.

3.4. Threat Detection Model Architecture

The base learner used in this paper is a fully connected deep
neural network that is adapted to tabular network traffic data.
Let f(x; 6) denote the neural network parameterized by 6. The
network is composed of the input layer that is equal to the
dimension of features, a series of hidden layers that have the
rectified linear unit activations, and one output neuron that has
the sigmoid activation to provide a probability estimate of the
malicious activity.

Given an input feature vector x, the network output is
defined as

9 =o(W®RE-D1pw), 3)

where h® = ¢ (W(l)h(l_1)+b(’))for l=1,..,L—1, ¢(

) denotes the ReLU activation function, o(-) denotes the
sigmoid function, and L is the total number of layers. Dropout
regularization is applied to hidden layers to reduce overfitting
and enhance generalisation.

The model is trained using the binary cross-entropy loss,
which is widely adopted for supervised binary intrusion
detection tasks [34].

1 &
£0) =~ ) 1030 + (1 = y)log(L =301, (&)

where J; = f(x;;0) is the predicted probability for the
sample i.

3.5. Federated Learning Optimization Procedure

Federated learning is conducted using the Federated
Averaging (FedAvg) algorithm, which is the canonical
optimisation strategy for distributed non-IID federated settings
[35]. FedAvg was deliberately selected to enable controlled
analysis of communication overhead and convergence
behaviour without introducing additional algorithmic
complexity from alternative aggregation methods. At the
beginning of the communication round t, the server holds the
global model parameters 6®and distributes them to all
participating clients. Each client initialises its local model with
6®and performs local optimization using its private dataset.

Local training for the client k means the reduction of the
empirical risk

1
Li(6) =— 2(f(xk;0),9F),

(xlk :ylk )eDy

5)

where £(+) denotes the binary cross-entropy loss. Gradient-

based optimization using the Adam optimizer is applied for a

fixed number of local epochs, yielding updated parameters
9(t+1)
p .

Each client also sends its model updates to the server upon
completion of local training. The server combines the updates
to calculate the subsequent global model based on

K
p(t+1) — Z %Qéﬂl).

k=1

(6)

This weighted averaging scheme ensures that clients with
larger local datasets contribute proportionally more to the global
model update, reflecting their empirical risk. Under non-IID
data distributions, the weighted aggregation in FedAvg
mitigates local bias by proportionally incorporating client-
specific empirical risks, although convergence may still be
slower compared to IID settings.

3.6. Baseline Learning Approaches

Three baseline approaches are used to contextualize the
performance of the proposed federated framework. The union
of all client datasets is used to train a centralized deep neural
network, which corresponds to an upper-bound performance
case where privacy is not a concern. Another method is also
considered, which is a local-only method where each client
learns an independent DNN wusing its own data, and
performance metrics are averaged across clients. Furthermore,
a Random Forest classifier is trained in a centralized fashion to
offer a solid non-neural baseline of tabular intrusion detection.
The comparison of these methods allows evaluating in detail
trade-offs between system-level efficiency, predictive
performance, and privacy preservation.

3.7. Privacy-Preserving Considerations

This work adopts a privacy-aware federated learning
approach based on strict data locality. No formal differential
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privacy guarantees are provided, as no noise injection, gradient
clipping, or privacy accounting mechanisms are implemented.
Consequently, the framework prioritises regulatory compliance
and reduced data exposure rather than formal differential
privacy. Accordingly, any references to privacy in this study
refer strictly to data locality and minimized data exposure, not
to formal differential privacy guarantees or privacy budget
accounting.

3.8. Evaluation Protocol

The performance of the models is measured on a held-out
test set with common classification measures, such as accuracy,
precision, recall, Fl-score, and the area under the receiver
operating characteristic curve. Besides predictive performance,
system-level metrics include federated training time,
communication overhead and client-side computation cost, are
logged. Such a multi-dimensional evaluation plan allowed the
suggested structure to be assessed not only based on detection
capacity but also regarding scalability, efficiency, and
feasibility for implementation in distributed IT systems.

3.9. Implementation
3.9.1.

The proposed federated learning system was developed on
top of the Python programming language and run in a Google
Colab environment to make it accessible and reproducible.
Google Colab is an implementation platform based on the cloud
with customizable computational power, which makes it
appropriate to simulate distributed learning processes without
local dedicated infrastructure. Python 3.x was used in all the
experiments, and the base data processing and numerical
computation were done by means of the NumPy and Pandas
libraries. TensorFlow and Keras were used to implement model
development and training and offer efficient abstractions to
build and optimize deep neural networks. Other functions of the
Scikit-learn library were used for preprocessing, baseline
model, and evaluation metrics.

UNSW-NBIS5 data was saved in Apache Parquet format to
allow loading it efficiently and using it in memory. Training and
testing sets were separate files, and it was clear where the model
development and evaluation took place. The whole
experimental flow was run in a single Colab notebook, which
enabled the end-to-end reproduction of the results between
loading the data and generating the results.

3.9.2.

The training and testing datasets were loaded into memory
when initialized using the Parquet forms of the datasets. The
data format is both numerical and categorical, and, therefore, it
undergoes thorough pre-processing before training a model.
Categorical variables like protocol type, service, and connection
state were converted into numerical values through one-hot
encoding so that the variables could be compatible with the
neural network structure.

Experimental Environment and Software Stack

Data Loading and Preprocessing Pipeline

Minimum maximum scaling, as outlined in the methodology
section, normalized the numerical features in order to reduce
scale differences between the features, e.g., the number of

packets, volume of bytes, and flow rates. This normalization
was necessary to make the process of optimization based on
gradients stable and helped to ensure uniform convergence
behaviour between federation rounds.

The categories of attack were coded into a binary
classification objective where normal traffic and malicious
activity were discriminated. This expression can be reconciled
with the main aim of threat detection in distributed IT systems,
where early identification of anomalous behaviour is frequently
valued over more detailed attack identification.

3.9.3.  Federated Training Workflow

The paradigm of implementing the federated learning
process consisted of a synchronous, round-based training
paradigm. The global model parameters were announced to all
the participating clients at the start of every federated round. All
the clients represented a local instance of the deep neural
network and started it with the received global parameters.

Local training was done on its own and dataset partition on
each client. A fixed number of local epochs were trained with
the Adam optimizer, and the gradient updates were calculated
in batches to minimize the binary cross-entropy loss. The local
training setup was maintained for clients to maintain consistent
updates and stable aggregation.

Once local training was completed, every client sent its
refined model parameters to the central server. There was no
exchange of raw data samples, feature values or labels at any
given point in this process. The updates received by the server
were aggregated by weighted federated averaging, with each
client contributing proportionally to the size of its local dataset.
The updated global model was then performed with the
aggregated parameters, and this completed one round of
federated communication.

This process was repeated twenty times, which was the
number of federated rounds chosen based on a preliminary
convergence test. After every round, the progress indicators
were recorded to track the completion of training and proper
synchronization of the clients and the server.

3.9.4.

Three baseline learning strategies were applied with an
identical pre-processing pipeline and assessment protocol in
order to facilitate meaningful comparison. The joint training
data of all clients was used to train a centralized deep neural
network, which is an upper-bound case where privacy is no
longer an issue. The same architecture and optimization settings
used in the federated DNN were used in this model to provide a
fair comparison.

Baseline Model Implementation

Furthermore, a local-only learning setup was also tested,
where individual clients trained their own independent deep
neural network with local data only. This resulted in an average
of performance measures per client to give an estimate of
isolated learning performance in distributed settings.

Moreover, centralized data was used to train a Random
Forest classifier that was a powerful non-neural intrusion
detection benchmark in tabular data. The Random Forest model
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was set up to have quite a number of trees to represent the
interactions of the features, and still have a reasonable amount
of time to train it.

3.9.5.

The test data was evaluated using a model to provide an
unbiased evaluation of performance. Measures of standard
classification, such as accuracy, precision, recall, F1-score and
the area under the receiver operating characteristic curve, were
calculated. All these measures would reflect on the detection
effectiveness and sensitivity to class imbalance, which are
paramount factors in intrusion detection tasks.

Evaluation and Metric Computation

Besides predictive performance, system-level measures
were also taken during the process of training. Federated
training time was recorded as the total time it took to go through
all communication rounds, and client-side computation time
was recorded to determine the per-round training cost. It was
estimated that communication overhead is the sum of the
volume of model parameters exchanged between the clients and
the server during all the rounds.

No differential privacy budget was computed, as no
differential privacy mechanism (e.g., noise injection, gradient
clipping, or privacy accounting) was implemented in the
proposed framework. Although the current implementation did
not use formal noise injection, the parameters that were reported
can be used as a baseline for the privacy-utility trade-offs of the
proposed framework.

3.9.6.  Reproducibility
Considerations

and  Practical  Deployment

One of the design objectives of the implementation was
reproducibility. The Colab notebook contained all the
preprocessing, model configurations, and training procedures
and could be completely repeated to achieve independent
results. Random seeds were manipulated where possible to
minimize run-to-run variability. In terms of deployment, the
application shows that federated intrusion detection based on
deep neural networks can be computationally efficient with
relatively small resource demands. Training times were low on
the client side, and there was low overhead on communication
because of just exchanging model parameters as opposed to

Table 1. Descriptive statistics of key numerical features.

large volumes of traffic data. These features imply that the
suggested framework can be scaled to real-world distributed IT
systems, such as the settings where bandwidth is limited, or the
capabilities of the computation are minimal.

4. RESULTS AND DISCUSSION

4.1. Exploratory Findings

The exploratory analysis of the UNSW-NBI15 dataset
demonstrates that there are various structural properties that
have a direct impact on the performance and stability of
intrusion detection models. According to descriptive statistics
provided in Table 1, a large number of traffic-related
characteristics have the characteristics of heavy-tailed
distributions with significant variances, especially when it
comes to counts of packets, bytes, and transmission rates.
Attributes like source bytes, destination bytes and traffic rate
can vary across many orders of magnitude, which is indicative
of bursty and heterogeneous real network traffic [31, 32].

This is visually depicted in Fig. (2), demonstrating a skewed
distribution of flow durations to the right and (Fig. 3),
demonstrating a log-scaled boxplot of the volumes of source
bytes, indicating the extreme outliers. These kinds of traffic
patterns are typical of operational enterprise environments,
where normal traffic is intersected with bursts of high volume,
usually of scanning, probing, or denial-of-service activity [14,
15, 31]. The strong skewness and the extreme values in the data
support the need to normalize features and encourage the
application of deep neural networks with the ability to learn
strong nonlinear decision boundaries [15, 16, 18].

The distribution of the labels also points to the unequal
dataset. According to Table 2 and (Fig. 4), the malicious traffic
is a larger percentage of records as compared to normal traffic.
This skew provides difficulties to classification models,
especially in terms of recall and false-negative rates, which are
important measures in intrusion detection [15, 16]. This
imbalance is further intensified in a federated learning
viewpoint when data is divided among clients, since each client
might be seeing significantly different proportions of classes
and traffic patterns [23, 25].

Feature Mean Std. Dev Min 25% Median 75% Max
dur 1.2500 5.9700 0.0000 0.0000 0.0040 0.6860 59.9900
spkts 19.7800 135.9500 1.0000 2.0000 4.0000 12.0000 10646.0000
dpkts 18.5100 111.9900 0.0000 0.0000 2.0000 10.0000 11018.0000
sbytes 8572.9500 173773.9000 24.0000 114.0000 528.0000 1362.0000 14355770.0000
dbytes 14387.2900 146199.3000 0.0000 0.0000 178.0000 1064.0000 14657530.0000
rate 91253.9000 160376.9000 0.0000 30.8000 2955.7000 125000.0000 1000000.0000
sload 7.0600%107 1.8600%108 0.0000 1.2300%10* 7.4400%10° 8.0000%x107 5.9900x10°
dload 6.5800%x10° 2.4100x10¢ 0.0000 0.0000 1747.0000 22105.0000 2.2400x107
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Table 2. Label distribution.

Class Count Percentage
Normal (0) ~92,000 ~35.8%
Attack (1) ~165,673 ~64.2%

The correlation analysis can give more insight into the
interaction of features. As indicated by the correlation heatmap
presented in Fig. (5), there is a strong dependence between a
variety of protocol-level and transport-level features, and there
is no feature that shows a dominant influence on the label of the
attack. Rather, the behaviour of attacks is expressed in the form
of multifaceted interactions between several attributes, which
proves the appropriateness of deep learning solutions over
linear or rule-based ones [15, 16, 18]. These exploratory results
support the modelling and evaluation decisions adopted in this
study.

4.2. Federated Learning Convergence Behaviour

The convergence behaviour of the federated deep neural
network gives important information on whether collaborative

learning is possible given non-IID conditions of data. The
training loss is monotonic and stable in twenty federated
communication rounds, as presented in Fig. (6), which suggests
that locally learned representations are effectively integrated
into a consistent global model. It is especially interesting to note
that there are no oscillatory or divergent loss patterns, which
non-11D data distributions are often attributed to being unstable
under federated optimization [19, 25, 29].

Model accuracy shows the same trend, and it increases with
each successive round until it reaches the end of the training
period, as shown in Fig. (7). The convergence summaries are
presented in Table 3, which indicates that most of the
performance gains are obtained during the first fifteen rounds.
Further than this position, marginal gains are negligible, which
implies that the federated model quickly learns the global
patterns of global threat, despite the heterogeneity of clients.
System design-wise, this outcome has the implication that
communication rounds can be bounded without significantly
affecting performance, which is significant with regard to
implementation in bandwidth-constrained settings.

Correlation Heatmap (Top Features vs Label)
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Table 3. Federated learning convergence (per round summary).

Metric Initial Round Final Round (20)
Training Loss 0.3130 0.2740
Training Accuracy 0.8590 0.8900

These convergence results show that Federated Averaging
(FedAvg) remains effective for intrusion detection under
heterogeneous non-IID client data. This result directly answers
a frequent issue in federated learning literature and can prove
the feasibility of FL in real-world scenarios, in the context of
cybersecurity [18, 19, 24].

4.3. Client-Side Computational Performance

The time of client-side computation is a valuable indicator
of the feasibility of federated deployment. The local training

time taken by each client on averaging a communication round
is shown in Fig. (8), with summary statistics presented in Table
4. The average local training time is less than five seconds
across all clients, and the minimum and maximum values are
relatively similar to each other.

This consistency shows that the deep neural network
structure and training setup are equally balanced in
computational load, even though the local dataset sizes and
composition are different. The fact that the proposed training
framework can potentially be run on commodity hardware or
edge-level infrastructure at a relatively low client-side cost
indicates that the training framework does not place undue
computational requirements on it [18, 24, 26]. This is one of the
fundamental conditions of real-world implementation,
especially in settings where the participating organizations
might lack processing facilities or have severe operational
limitations [10, 12, 18].
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Table 4. Client-side training time per federated round.

Client ID Training Time (s)
Client 0 4.98
Client 1 3.99
Client 2 4.10
Client 3 5.80
Client 4 3.93
Average 4.55
Minimum 3.93
Maximum 5.80

4.4, Comparative Model Performance

A central objective of this research is to assess the trade-offs
between the predictive performance and preservation of
privacy. Table § summarizes the comparative analysis between
federated, centralized, local-only, and non-neural baseline
models and is visually compared in Fig. (9).

The deep neural network is highly predictive due to its
centralized nature and the complete visibility of the training
data. Its accuracy, F1-score and area under the ROC curve are
an upper-bound case where privacy is not considered. The
Random Forest classifier achieves the best overall accuracy and
Fl-score among the considered approaches, indicating the
efficiency of ensemble-based approaches for tabular intrusion
detection when central access to data is available.

Client-side Training Time per FL Round
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Fig. (8). Client training time per FL round.
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Table 5. Model performance comparison.

Model Accuracy Precision Recall F1-Score AUC
Federated DNN 0.8019 0.7749 0.9725 0.8625 0.9060
Centralised DNN 0.8297 0.8109 0.9566 0.8777 0.9064
Random Forest 0.8646 0.8659 0.9325 0.8980 0.9154
Local-only DNN (avg) 0.7481 - - - -

The federated deep neural network has a slightly lower
accuracy when compared to its centralized counterpart, but has
a high recall and AUC, which denotes high potential in
identifying malicious activity. High recall value is especially
important in intrusion detection, where the risk of a missed
attack can be high. Notably, the federated model significantly
outperforms the local-only deep neural networks, which are
characterized by poor visibility and poor learning. This finding
validates that federated learning through federated aggregation
is vital in capturing global threat patterns in distributed
environments [18, 27, 28].

The relatively small performance gap between federated and
centralized learning demonstrates the practicality of the
proposed framework. This trade-off is acceptable, considering
that the federated approach does not require the sharing of raw
data, which is likely to be unacceptable in privacy-sensitive
environments [10, 22, 26]. Confidence intervals and statistical
significance testing were not performed in this study, which
constitutes a limitation of the comparative evaluation.

4.5. System-Level Overhead and Communication Cost

Federated learning has the benefits of privacy, although it
comes with new system-level overhead relative to centralized
training. Table 6 summarizes the time and costs of training and
communication of all the approaches evaluated. The overall
time spent in training the federated one is more than the time
spent in centralized methods, since there is a communication
round and overhead in the synchronization.

Table 6. System-level training and communication cost.

framework is scalable and does not have out-of-bandwidth
demands. This system-level evaluation differentiates the
proposed framework from much of the existing FL-IDS
literature, which often focuses on detection accuracy alone
without analysing communication cost or round efficiency.

The extra training time that federated learning takes is a fair
and justified trade-off when taken together with the privacy
advantages [18, 20, 26]. Security model training is often
conducted offline or periodically in many operating
environments, and thus, small increases in training time are
acceptable.

4.6. Privacy-Utility Trade-Off Analysis

The proposed framework is privacy-aware through strict
data locality. The federated approach would greatly minimize
the chances of direct data exposure and regulatory non-
compliance by making sure that raw network traffic data never
exits the client environment [10, 18, 24]. Table 7 summarizes
the privacy settings and the differential privacy settings applied
in the experiments.

Table 7. Privacy characteristics of the federated framework.

Parameter Value

Privacy mechanism Data locality + model aggregation

Raw data sharing None

Noise injection None

Secure aggregation Not implemented

Nevertheless, the absolute cost of communication is small,
and the amount of data transferred is restricted to the model
parameters, not raw traffic logs [24, 26]. The communication
volume that was measured (in the range of several megabytes)
is insignificant in comparison with the volumes of network
traffic and is quite within the reach of contemporary enterprise
networks [12, 18]. This finding indicates that the suggested
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Metric Value Formal DP guarantee Not provided

Federated training time 449.3000 s Even though better formal privacy guarantees might be
Centralized DNN training time 183.6900 obtalped by explicit noise injection, the findings indicate 'that
meaningful threat detection performance may be obtained
Random Forest training time 160.4500 s mainly due to the locality of data [20]. The observed
. performance degradation relative to centralised learning reflects

Total FL communication 10,854,800.0000 bytes (~10.85 MB) c o . .
a trade-off between communication efficiency and detection

accuracy, rather than formal privacy noise, since no differential
privacy mechanisms are employed.

DISCUSSION AND IMPLICATIONS

The findings show that federated learning is a practical and
effective approach to privacy-aware threat detection in
distributed IT systems. Table 8 contains a condensed summary
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of the most important findings. The suggested framework can
achieve a balance between the performance of detection, the
efficiency of the system and privacy concerns in the real-life
non-IID situation [18, 19]. Even though centralized models are
slightly better in raw accuracy, the fact that they depend on data
aggregation makes them inapplicable in most real-world
situations [10-12, 22].

Although UNSW-NBI15 contains a wide variety of attack
categories and rich flow-level features, it remains a synthetic,
lab-generated dataset with fixed attack distributions. Binary
label collapse further removes operational nuance. Therefore,
results may not fully generalise to live production
environments.

A key limitation of this study is its reliance on a single
benchmark dataset. While UNSW-NBI15 is a widely used and
well-regarded evaluation benchmark for intrusion detection, the
generalisability of the findings to other network environments,
traffic distributions, and attack taxonomies cannot be assumed
without cross-dataset validation. Datasets such as CIC-
IDS2017, CIC-IDS2018, and NSL-KDD capture different
traffic profiles and attack scenarios; evaluating the proposed
federated framework on such datasets is an important direction
for future work to confirm the robustness and transferability of
these results.

The results had immediate implications for collaborative
security analytics across organizational boundaries, e.g.,
managed security service provision or threat intelligence
sharing within a sector. Federated learning provides a viable
way forward to collective defense in more and more
interconnected digital ecosystems by allowing cooperative
learning without revealing sensitive data [18, 24, 27].

Table 8. Summary of key experimental findings.

Aspect Observation

Data distribution Highly skewed, non-IID

FL convergence Stable within 15-20 rounds

Privacy—utility trade-off Minor accuracy loss vs centralized

Best accuracy Random Forest (centralized)

Best privacy-preserving model Federated DNN

While federated learning reduces privacy risks by retaining
data locally, this work does not provide formal differential
privacy guarantees and remains vulnerable to potential gradient
leakage attacks. No secure aggregation or differential privacy
mechanisms are employed. Therefore, privacy preservation in
this study should be interpreted as privacy-aware rather than
provably private.

It is important to note that even under a data-local federated
learning regime, meaningful privacy risks persist. Specifically,
gradient inversion attacks can partially reconstruct training data
from model updates shared with the server, and membership
inference attacks can determine whether a specific sample was
used during training. These attack vectors highlight the gap
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between data locality and formal privacy protection. Future
extensions of this framework should integrate differential
privacy mechanisms such as Gaussian noise injection with
calibrated privacy budgets and secure aggregation protocols,
which would provide measurable and provable privacy
guarantees beyond the data-locality assurances offered by the
current implementation.

CONCLUSION

This paper analysed the feasibility and efficiency of
federated learning as a privacy-aware threat detection
mechanism in distributed IT systems. In response to the
weaknesses of centralized intrusion detection architectures and
the growing limitations of privacy policies and organizational
data silos, the proposed work empirically tested an end-to-end
federated learning model with the UNSW-NBI1S5 dataset. The
framework allowed collaborative learning of threat intelligence
by incorporating deep neural networks into a federated
optimization framework, whereby the underlying network
traffic data did not leave their respective entities.

The experimental findings showed that the proposed
federated deep neural network had high predictive performance
in realistic conditions of non-IID data. Despite the marginally
higher overall accuracy of the centralized learning method
compared to the federated method, the federated method
retained a high recall and area under the ROC curve, which is
the most important measure in intrusion detection conditions
when false negatives are potentially disastrous. Notably, the
federated model was far more effective than local-only learning,
which supports the notion that cooperative combination of
learned representations is necessary in order to represent the
global threat patterns in a distributed environment.

Besides predictive accuracy, the paper also introduced a
system-level analysis, including convergence behaviour, client-
side computational price, training time, communication
overhead, and privacy. The federated model demonstrated
consistent convergence with a small number of communication
rounds regardless of the heterogencous data distributions of
clients. Computation times were consistent and low on the
client-side, meaning that the framework was computationally
viable to be deployed on commodity hardware or edge-level
infrastructure. Also, the communication overhead was seen to
be modest and significantly lower than that which might be
needed to compute data aggregation centrally, which supports
the scalability of the proposed solution.

Privacy-wise, the framework reduced data exposure by
ensuring that data locality is observed, hence limiting regulatory
and security risks of centralized data collection. Although no
formal differential privacy mechanisms were implemented, the
results show that federated collaboration can still achieve
meaningful threat detection performance.

A number of limitations were identified in this study, which
informed several directions for further investigation. Potential
improvements included the integration of secure aggregation
mechanisms and the incorporation of stronger formal privacy
guarantees, such as adaptive differential privacy techniques.
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Extensions to support streaming data, concept drift handling,
and fine-grained multi-class attack classification were also
identified as important steps toward enhancing practical
applicability. Moreover, the framework was identified as a
candidate for evaluation in real multi-organizational
deployment settings in order to further assess its robustness,
scalability, and real-world utility.
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